Abstract-Recently, computer users can maintain their data and applications on the Internet and in the central remote server by using a technology called cloud computing. It is a kind of technology that allows users to access their personal files from any device provided with Internet services such technology offers even more applications to be utilized without installation. This paper presents a review of basic security challenges consisting of traditional security issues. It also discusses the additional challenges that take place as a result of using cloud computing model by providers and users of cloud systems. Furthermore, solutions suggested by some researchers are presented with a focus on cryptographic techniques that approve secure cloud storage.
INTRODUCTION
Cloud computing providers have to not only solve the prevalent security challenges of traditional communication systems, but also to deal with other challenges inherently introduced by the cloud computing model itself. Cloud computing allows data and programs to be stored centrally in the cloud, and accessed anytime from anywhere through thin clients and lightweight mobile devices. Consequently, many advantages can be obtained, such as data ubiquity, flexibility of access, and resilience. In another aspect, cloud computing improves security. The cloud provider usually can afford to invest in better and more up-to-date security technologies and practices than the data owner can. However, security issues arise as cloud computing necessarily sets data outside of the hegemony of the data owner.
Cloud computing security involves all forms of making cloud computing secure. Many of these forms are not unique to the cloud setting. Data are vulnerable to attack irrespective of where they are stored. Therefore, all forms of computing security are encompassed by cloud computing security, involving security architecture and design, attack surface reduction, protection from malware, and access control enforcement [1] .
II. TRADITIONAL SECURITY CHALLENGES
Utilization of cloud computing generates new attack vectors that make attacks not impossible or artlessly easier to execute, although the security concerns in traditional communication systems are moving to the cloud. To work with a cloud environment, the authentication and authorization applications for the enterprise environment may have to be altered. As the investigators may not have the ability to access physically the system's hardware, forensic jobs may become even harder.
More customers are affected than in the traditional model if the cloud service is deactivated; therefore, the availability of cloud service providers is a serious concern. Another issue is the virtual machine security since the cloud providers use the hypervisor and virtual machines that can have vulnerabilities which give an even more critical challenge in multi-tenant environments. Subsequently, all the customers in the same physical server can be affected by the compromise of a virtual machine. As a result, traditional security concerns need to be reconsidered from different angles by cloud providers [2] .
III. CLOUD SECURITY CHALLENGES
Nowadays, many end users have their concerns when they use cloud services and have to trust the providers' infrastructure to store their important data. Therefore, they want to know the place their information is located in, recognize the people who have the rights other than the owners to control that information, and be sure that the significant data are not accessed and utilized illegitimately, even by the cloud providers. Consequently, the most crucial security concern becomes about privacy and user data confidentiality. This section discusses important security issues when utilizing cloud services.
A. Outsourcing
Both the providers' policies and the legislation of the countries in which the providers live affect the stored data in 978-1-4799-6444-4/14/$31.00 ©2014 IEEE the cloud. When customers utilize the services offered by the cloud providers without prior knowledge of where the resources for such services are exactly located (possibly in other legislative domains), they ought to give their consent to the ''Terms of Service'' which in return give the providers the privilege to reveal customers' information in compliance with laws and law enforcement requests. Therefore, when disputes happen, a potential issue is posed, which is sometimes out of the control of the cloud providers [2] .As a result, it is essential to address the security challenges of resource location, starting with the cloud providers and how they should deserve to be trusted by offering reliable and protected computing and data storage. Then, outsourced data and computation should be verifiable to the end-users in terms of integrity, confidentiality, and other security services. However, privacy violations can potentially be incurred by outsourcing, due to the fact that critical or categorized data are beyond the owners' control [3] .
B. Multi-Tenancy Issue
The widespread utilization of cloud computing and the sensitive nature of the information stored by the users in the cloud can create another dilemma. Securing user data against unauthorized access from others who run their processes on the same physical servers can pose a problem. In fact this dilemma is not a new issue, taking into account the present concerns with web hosting services which also need to be considered seriously [4] [5] [6] .
C. Authentication and Trust of Acquired Information
There is a risk that data can be changed without the owner's agreement as the important data are located in the cloud provider's infrastructure. The owner may need to retrieve and process the modified data to make crucial decisions. In this case, it is very important to authenticate data. Therefore, the data need to be guaranteed. However, there are no prevalent standards to assure data authentication [7] [8].
D. System Monitoring and Access Control
Cloud providers currently may be requested by their customers to offer extra monitoring and log data for the users' personnel as the most important business applications have migrated to the cloud. According to the outcomes of monitoring and log data that may include critical infrastructure information which is traditionally utilized internally by the providers, not all cloud providers are ready to share parts of their customers' data with other customers or third-party examiners. As part of any service agreement, providing convenient monitoring and log data demand much of the negotiation between the customers and cloud providers [9] [10].
E. Cloud Standards
Achieving interoperability among clouds and increasing their stability and security are important requirements offered by cloud standards. Therefore, different standards developing organizations need different standards. For instance, the existing storage services by a cloud provider may be inconsistent with those of others. Therefore, ''sticky services'' may be presented by cloud providers to create a complicated situation for customers who decide to move from one provider to the other in order to keep these customers from moving away. For instance, Amazon's S3 is incompatible with IBM's Blue Cloud or Google storage [2] . Currently, if the cloud providers want to induce customers to utilize their technology, then there are several unsolved issues in cloud computing security that must be studied by the providers. Guaranteeing integrity and confidentiality of the user's data while the data are stored in the cloud systems is the most significant concern, in some views. In a long, non-transparent provider chain, it is hard for a user to even assign which security mechanism to be applied to the data in the cloud. Therefore, the next section discusses possible solutions that have been introduced by some researchers to deal with security problems in the cloud.
IV. CLOUD COMPUTING SECURITY:SUGGESTED

SOLUTIONS
Some researchers with interests in cloud computing presented their proposals for improving cloud security [1] [2] [8] [11] . In addition to their studies, some of these studies in this field are discussed in this section. According to these researchers, data should be protected in three main situations: while data are travelling between the user's site and the cloud, in the cloud itself, and during transactions, for example, when a customer is able to access data in transaction processing for an application. This processing means going through the process of making sure that the data are secure and the provider is trusted. However, the customer still goes back to verify the security. See Table ( On account of the nature of cloud flexibility, the paradigm of cloud computing precedes many web applications. Even though this kind of computing raises the efficiency of computing and decreases the operating cost, there is still a security threat for the data stored in third party area particularly in the Internet, so as to guarantee the security of the information. Eman M.Mohamed and Hatem S. Abdelkader in [12] mentioned many researchers who had investigated this issue. These researchers implemented software to enhance the work of data security model for cloud computing. The model used three-layer system structure: user authentication, user's data encryption and user's privacy protection which used one of the symmetric encryption algorithms, and lastly, the third layer which was responsible for the user's data for fast recovery according to the decryption speed. In addition, they created software for the cloud users to allow them to choose one of the eight encryption algorithms (RC4, RC6, MARS, AES, DES, 3DES, Two-Fish, Blowfish) to ensure data security. They claimed that their software could professionally give the cloud users some advice to select the most secure and fastest algorithm that was suitable for the cloud's infrastructure. Depending on their tests, they considered that AES was faster and the most secure cryptographic algorithm. Their work was applied on one application which was Amazon EC2. However, there was no guarantee that this software could suit other cloud applications. Furthermore, their tests were implemented using eight encryption algorithms individually. Most of these researchers believed that making combinations of more than one cryptographic algorithm would strengthen the system's security.
Another effort which appeared in the same year was proposed by N. Saravanan, A. Mahendiran, N. Venkata Subramanian, and N. Sairam [13] . They presented a mechanism of ensuring security by applying RSA algorithm utilizing cloud SQL for the data that were stored in the third party region. The experimental results of their work proved that RSA offered protection for the data stored in the cloud. As a result, the true meaning of the data cannot be comprehended even if anyone happens to read the data accidentally, as only the authorized user can retrieve the encrypted data and decrypt them. This system is still restricted to one only application as the previous one is Google App engine. As this system depends on RSA algorithm which is breakable, it is vulnerable to attack. For C.Nithya and A.Parvathy [14] , they suggested a paradigm stating that it could decidedly give force of defiance to the attackers and the hackers specifically in the cloud environment. The paradigm was divided into two levels. The first level was the authentication level where the authentication code that was encrypted through public key algorithm controlled the access to the cloud. Although this level sounded like preliminary, it represented the strong base for the security of data. For the second level, the file to be stored was encrypted and the same file was decrypted after the download from the cloud to maintain the integrity. Furthermore, AES was utilized to avoid side channel attack and brute force attack. This paradigm was tested in Gmail which is one of the Google's cloud-based services. Unlike previously mentioned systems, this system was built on a combination of two cryptographic algorithms which acted as preferred choices for these researchers. Finally, researchers suggested extending the system to become three levels of authentication to improve it.
Public key encryption is the most utilized mechanism to provide security that requires sharing the public keys and digital certificates. However, protecting the data and resources in the cloud is a hard job as the customer may leave the service or stop using the application if the cloud environment applies security mechanism not comprehensible to him or her. Therefore, E.Sathiyamoorthy and S.S.Manivannan [15] proposed a light weight secure framework for applications of cloud environment. This framework could cope with the challenges of the existent security methods by utilizing identity based cryptography. In addition, to illustrate the simplicity of the suggested method using identity based cryptography, a mail application was developed. Their research allowed several domains to execute independently and could demonstrate the complications involved in certificate based infrastructure. The customers were to utilize novel identity based infrastructure which was not hard to implement and less sophisticated than the classical public key algorithms. Figure  1 depicts the architecture of the proposed system. As for data stored security issues presented by Kajal Chachapara and Sunny Bhadlawala in [16] , they introduced a framework allowing the sharing of different files conditionally to customers by providing a way of generating secure keys to access their data utilizing AES and RSA cryptographic algorithms. After asking the customers to generate a secret code, a 128 bit key was created using AES algorithm. Then, using some mathematical formulae, the key, customer's name and his or her permission were encrypted using RSA algorithm. The resultant key was provided to the customer who could further provide that key to another customer who wanted to access the files on cloud with that key. Permission by the owner would be given to that user. The authors argued for using AES algorithm as it was considered as the most secure cryptographic algorithm. They then used RSA algorithm. They claimed that their work was more secure than providing customers with passwords as only a partial access was given to a particular customer.
While data are transferred on the network, the foremost requirement is data security and the major threat is data hacking. When there is a need for data to be transferred on the network with security, cryptography comes into the picture. K.Sriprasadh, Saicharansrinivasan, O.Pandithurai, and A.saravanan [17] introduced a novel method for securing the cloud by providing a multicast key for each user. This dynamic session key varied in the time of a period. Whenever a new user entered the cloud, a new key was generated. After that period of time the user should renew the key for further usage of the cloud. The dynamic session key was encrypted using Diffie-Hellman key exchange algorithm to add more security to the system. The suggested system provided a better data transaction security through keying and rekeying. However, the system's processing and storage could be overloaded, adding to more complexity. It is clear that as, Diffie-Hellman is one of the earliest cryptographic algorithms, it is more vulnerable to attack.
A cellular automaton was another method used by Govinda.K, Sathiyamoorthy.E, and Surbhit Agarwal [18] to deal with key exchange between cloud users. Using a combination of strong encryption algorithms (Triple-DES) with Cellular Automata (CA) rules, was hard to be traced the key by man-in-the-middle-attack. Furthermore, to ensure data integrity at the user's end, Cyclic Redundancy Check (CRC) was done. It was hard to communicate in the case of public or private cloud even though the cloud was owned, which should strengthen the key size and powerful security algorithms. Presently, cloud based computing with all the data communications are migrating to the cloud. In that case, by using this methodology, a private or public cloud can generate the key in a secure manner. At the receiver's end, the system can check for error detection. These researchers proposed suggestions to enhance this methodology with different algorithms such as AES and Blowfish. By using CA, the key was extended to a larger size and the data were compressed and sent over the network. This method could be implemented as web-service so that it could be used in different platforms. Furthermore, some of the CA rules were inherited randomly. Rather than using the existing security algorithm, this method could be utilized for encryption and decryption of data in a light-weight manner.
On a different note, a secure MapReduce paradigm was suggested by G.Sujitha, M. Varadharajan, Y. Vignesh Roa, R. Sridev, and Sarvesh Gauthaum [19] and executed to be adapted for implementing any application. Offering an enhanced level of security to the system structure to be utilized greatly in the cloud was the goal of their research. The researchers designed the model by presenting three levels of security: the user, the MapReduce process, and the HDFS level. At the beginning, achieving the earlier level could be done through utilizing Kerberos authentication before operating MapReduce securely using tokens which should be encrypted as soon as they traversed over the wire. Secondly, through the encryption mechanism on the tokens which accessed the blocks, HDFS access was done securely. Then, after the authentication for the user utilizing Kerberos, another one was presented which was authentication at the name node level and task tracker level while executing the task and checking for authentication by the data node when accessing HDFS block for the user. Finally, supported by Hadoop v2.1, the public key mechanism replaced HMAC-1 by utilizing RSA algorithm. The results showed that even when the number of the cluster nodes was high, key encryption mechanism could achieve comparatively 23 time milliseconds less. The researchers of this paper suggest that by implementing an effective encryption technique on the data blocks, the system could be enhanced and thereby served the cloud store.
Some researchers preferred to create their own mechanisms to protect data transferred in the cloud system such as Niraj Kumar, Pankaj Gupta, Monika Sahu and M.A Rizviin [20] .A new 32 bit encryption and decryption algorithm was developed in the forms of small and large files. This algorithm used 1's and 2'scomplement and XOR operation on the plain text and cipher text. Moreover, for both small and large text files, the implementation was done in Java. The authors claimed that their method of encryption and decryption was unique and no other researcher had ever used this technique. Furthermore, their method took less time than other existing algorithms. This work could be further extended to other data types.
In another aspect, some researchers presented a framework that could efficiently secure the data from the start to the end, i.e., from the provider to the cloud and then to the customer based on various mechanisms and specific procedures. One of these researchers was Sandeep K. Sood [21] who stated that confidentiality, availability, and integrity were the major cryptographic factors to the user. The researcher used these factors as a basis for data classification. The following strategy was to secure the data that used different measures such as the Secure Socket Layer (SSL) with 128-bitencryptionwhichcouldbe promotedto256-bitencryptionif required. For integrity check of the data Message Authentication Code (MAC) was issued. Searchable encryption and segmentation of data were divided into three parts in the cloud for storage. It is cleared that the segmentation of data into three parts gives extra protection and easier access to the data.
To protect the confidentiality of the data stored in the cloud, Prashant Rewagad, and Yogita Pawar in [22] proposed a system of combined digital signature and Diffie Hellman key exchange, blended with AES. The framework depended on digital signature to provide system authentication after utilizing Diffie-Hellman algorithm to generate keys for the key exchange step. Subsequently, encryption or decryption of the user's data file was done using AES encryption algorithm for confidentiality purpose. These researchers claimed that even if the key in the transmission was hacked, the facility of Diffie Hellman key exchange render it useless, as the key in transit was of no use without the user's private key which was confined to the legitimate user only. This proposed architecture of three-way mechanism makes it tough for hackers to crack the security system, thereby protecting the data stored in the cloud. Presented a mechanism of ensuring security by applying cryptography algorithm utilizing cloud SQL for the data that were stored in the third party region.
-RSA -Cloud SQL -Google App engine Tool: Java & JSP -Used one algorithm (RSA) to protect the system which was considered as a breakable algorithm.
Secured Client Server Communication in Cloud Environment
Traditional Cryptography techniques were adopted by the client to allow the user control over the entire data.
-Random authentication code was provided by CSP to users for encryption by the public key.
-AES.
-Applied on Gmail.
-First phase was preliminary depending on the public key.
-Combination of tow algorithms.
-Could be extended to 3 levels of authentication. A new 32 bit encryption and decryption algorithm was developed in the form of small and large files to secure data transferred in the cloud.
-Used 1's and 2's complement and XOR operation on plain text and cipher text. Tool: Java -Limited data type -Claimed that the method took less time than the existing algorithms and worked more efficiently. A combination of authentication technique and key exchange algorithm, blended with an encryption algorithm, was used to ensure authentication, data security, and verification.
-Digital signature -Diffie Hellman -AES Tool: Java -Proposed architecture of threeway mechanism made it tough for hackers to crack the security system, thereby protecting the data stored in the cloud
V. CONCLUSIONS
Recently, many companies are looking for a technology that increases their systems, efficiency and decreases the costs. Cloud computing offers exactly that possibility. As a result, many of these companies hasten to explore the benefits of cloud computing, making the cloud a preferred technology that is utilized mostly in the production environments. However, there is still a concern about the security of the cloud computing as it is still a new area that needs more attention on research. This paper has presented the relevant literature review of different security issues faced by the system and solutions to deal with these issues. Furthermore, this paper has discussed the suggested solutions which use cryptography techniques to provide a better security system, the preferences involved and the drawback.
